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Introduction
Afaq for Leadership Development is committed to ensure that data received shall be
processed stored in accordance to the relevant Afag Data Protection Policy.

This policy is addendum to the Afaqg IT policies to support the effective and safe use of
student information for the use of mobile apps.

Process

Administration staff will ensure that all necessary data is required by the Awarding
Organisation from the candidate to properly register and manage each individual's
qualifications.

Candidates will then be entered for the award on SQA information system and once this
process is complete the form will be filed and stored.

The Administrator will use the Afag address to register the Learner, this will ensure all
Certificates are sent to Afag and then it will then be sent to the Learner. All certificates are
sent to the learner with a confirmation of the receipt of Certificates form which should be
filled and signed by the learner and returned to Afag.

If a candidate changes address or a candidate is withdrawn the program, the assessor will
ensure that a ‘Change of Candidate details’ form is completed which the assessor will pass to
the Centre Contact(s) for processing and updating SQA database via SQA connect.

Data Cleansing

Administration staff shall ensure that the candidate details on SQA Connect system are
correct and shall update information where necessary.

Owner: IT Manager

Date Established: 7 February 2024

Date Reviewed:

Version: 1 Page|1l



AFAQ POLICY AND PROCEDURE MANUAL

Candidates not yet certificated will be checked with SQA to ensure that the results are not
being blocked. Where learners leave the programme, the assessor shall inform the SQA
office of achievements gained by the learner.

This privacy notice for Afaqg For Leadership Development LLC ("we," "us," or "our"), describes
how and why we might collect, store, use, and/or share ("process") your information when
you use our services ("Services"), such as when you:

e Download and use our mobile application (Motamayez), or any other application of

ours that links to this privacy notice.

e Engage with us in other related ways, including any sales, marketing, or events.
Questions or concerns? Reading this privacy notice will help you understand your privacy
rights and choices. If you do not agree with our policies and practices, please do not use our
Services. If you still have any questions or concerns, please contact us at
info@afagleadership.ae

SUMMARY OF KEY POINTS

This summary provides key points from our privacy notice, but you can find out more details
about any of these topics by using our table of contents below to find the section you are
looking for.

What personal information do we process? When you visit, use, or navigate our Services, we
may process personal information depending on how you interact with us and the Services,
the choices you make, and the products and features you use.

Do we process any sensitive personal information? We do not process sensitive personal
information.

Do we receive any information from third parties? We do not receive any information from
third parties.

How do we process your information? We process your information to provide, improve, and
administer our Services, communicate with you, for security and fraud prevention, and to
comply with law. We may also process your information for other purposes with your
consent. We process your information only when we have a valid legal reason to do so.
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In what situations and with which parties do we share personal information? We may share
information in specific situations and with specific third parties. Learn more about when and
with whom we share your personal information.

How do we keep your information safe? We have organizational and technical processes and
procedures in place to protect your personal information. However, no electronic
transmission over the internet or information storage technology can be guaranteed to be
100% secure, so we cannot promise or guarantee that hackers, cybercriminals, or other
unauthorized third parties will not be able to defeat our security and improperly collect,
access, steal, or modify your information. Learn more about how we keep your information
safe.

What are your rights? Depending on where you are located geographically, the applicable
privacy law may mean you have certain rights regarding your personal information.

How do you exercise your rights? The easiest way to exercise your rights is by submitting a
data subject access request, or by contacting us. We will consider and act upon any request
in accordance with applicable data protection laws.
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1. WHAT INFORMATION DO WE COLLECT?

Personal information you disclose to us.

In Short: We collect personal information that you provide to us.

We collect personal information that you voluntarily provide to us when you express an
interest in obtaining information about us or our products and Services, when you participate
in activities on the Services, or otherwise when you contact us.

Personal Information Provided by You. The personal information that we collect depends on
the context of your interactions with us and the Services, the choices you make, and the
products and features you use. The personal information we collect may include the
following:

e Email addresses.

e Phone numbers.

e Names

e Contact preferences.

e Contact or authentication data.

e Usernames

e Passwords

Sensitive Information. We do not process sensitive information.

Application Data. If you use our application(s), we also may collect the following information
if you choose to provide us with access or permission:

Push Notifications. We may request to send you push naotifications regarding your account or
certain features of the application(s). If you wish to opt out from receiving these types of
communications, you may turn them off in your device's settings.
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This information is primarily needed to maintain the security and operation of our
application(s), for troubleshooting, and for our internal analytics and reporting purposes.

All personal information that you provide to us must be true, complete, and accurate, and
you must notify us of any changes to such personal information.

2. HOW DO WE PROCESS YOUR INFORMATION?

In Short: We process your information to provide, improve, and administer our Services,
communicate with you, for security and fraud prevention, and to comply with law. We may
also process your information for other purposes with your consent.

We process your personal information for a variety of reasons, depending on how you
interact with our Services, including:

To save or protect an individual's vital interest. We may process your information when
necessary to save or protect an individual’s vital interest, such as to prevent harm.

3. HOW LONG DO WE KEEP YOUR INFORMATION?

In Short: We keep your information for as long as necessary to fulfil the purposes outlined in
this privacy notice unless otherwise required by law.

When we have no ongoing legitimate business need to process your personal information,
we will either delete or anonymize such information, or, if this is not possible (for example,
because your personal information has been stored in backup archives), then we will securely
store your personal information and isolate it from any further processing until deletion is
possible.

4. HOW DO WE KEEP YOUR INFORMATION SAFE?

In Short: We aim to protect your personal information through a system of organizational
and technical security measures.

We have implemented appropriate and reasonable technical and organizational security
measures designed to protect the security of any personal information we process. However,
despite our safeguards and efforts to secure your information, no electronic transmission
over the Internet or information storage technology can be guaranteed to be 100% secure,
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so we cannot promise or guarantee that hackers, cybercriminals, or other unauthorized third
parties will not be able to defeat our security and improperly collect, access, steal, or modify
your information. Although we will do our best to protect your personal information,
transmission of personal information to and from our Services is at your own risk. You should
only access the Services within a secure environment.

Owner: IT Manager

Last updated: 24 April 2022

Date Reviewed:

Version: 1 Pagel|®6



